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The Shanghai Branch of VTB Bank (PJSC) (hereinafter referred to as "the Bank”,
"we" or "us") has formulated and issued the Privacy Policy (Corporate Business)
(hereinafter referred to as "this Policy"), to our corporate customers (hereinafter
referred to as "You", "Relevant Customers") and related persons (hereinafter
collectively referred to as "Relevant Persons" or "You") describes our practices
regarding the personal information protection. You can use this policy to understand
the purpose, manner and scope of the Bank's collection and use of personal
information, your rights and interests with respect to your personal information, and

the manner in which your rights and interests will be safeguarded.
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This Policy constitutes both a legal agreement between us and your company and
an agreement between us and the subject of personal information protection. In
order to protect the rights of the subject of personal information while providing
services to you, both you and the relevant person are required to read and agree
to the contents of this Policy before you enter into a business relationship with us,
use our products and services. By using our products and services or providing
us with personal information, you shall be deemed to have consented to the
collection, use, processing, storage, disclosure of transmission and other transfer
of personal information in accordance with this Policy. You should ensure that
you have obtained the consent and authorization of the relevant persons when
providing them with personal information and should cooperate with our

measures to obtain and record the relevant persons' individual consent.
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“Relevant Persons” refers to the natural persons of the corporate customer, such as
individual shareholders, legal representatives, and contacts, who need to be collected
and provided to the bank by the corporate customer for the purposes of meeting the
requirements of applicable laws, the requirements of the China Banking Regulatory
Commission, the People's Bank of China, and the Cyberspace Administration of
China, and/or the bank's due diligence before providing services to corporate

customers.
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“Personal information” refers to all kinds of information about an identified or
identifiable natural person recorded electronically or otherwise, but does not include

information that has been anonymized.

“DMMNEBHICE” N NEERNE. . (1. N, . 384t 2
TFy MHEREE

“Processing of personal information” refers to the collection, storage, use,

processing, transmission, provision, disclosure, erasure, etc., of personal information.
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This policy is provided in a layered format, and you can click to enter specific

sections.

— . RATIATKEA AE B How We Collect Personal Information

—. BATwfE A A& E. How We Use Personal Information

= TEAE. LR, FHiEEATFANNE B Delegate Processing, Sharing,

Transferring and Disclosure of Personal Information

. MAE B KEEE% Cross-Border Transfer of Personal Information

Fi. RATWTEER R A AN{EE How We Store and Protect Your Personal

Information

75 PMAEBEAHXAF] What Data Protection Rights Do You Have

. ABEREIE. £%. B LkHAL Changes to This Privacy Policy

J\. W{aEE & AT Contact Information
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How We Collect Personal Information
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We collect personal information that is relevant to our business, necessary for us to

fulfill our legal obligations or permitted by other applicable laws and regulations. The

types of personal information we collect may include, but are not limited to:

(1

(2)

(3

(4
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Basic personal information, including the individual's name, nationality,
telephone number, e-mail address, mailing address, date of birth, and

place of birth;
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Personal identification information, including identification document
information (including ID type, ID number, place of issuance, issuing

authority, date of issuance, and expiration date);
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Records of correspondence and other communications with us (audio and

video recordings, call logs, correspondence records and contents, etc.);
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In the course of establishing and maintaining a business relationship, we

may obtain other information to fulfill contractual, legal, and regulatory



compliance obligations. This includes other personal information
contained in documents provided by you, as well as personal information

required to detect and investigate any suspicious and unusual activity.
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The personal information we collect may be in paper, electronic (including, but not
limited to, information collected through websites, online banking, e-mail channels)

or any other form.
2. TAVFARERAN NG B iR
The method by which we collect your personal information:
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Provided to the Bank by the customer when filling out or submitting
information such as application forms for products or services (including KYC

information);
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The customer uses the following products and services of the Bank and
provides them to the Bank based on business needs in the course of handling

various businesses:
> 55 NEENSZAT Cross Border and Domestic Payments
> BrFiE Nk 44 Documentary Operations
> FEMRR G A D{E 5% Short-term trade and export finance
> {85055 Credit Service

> A/ AR A/ NRTANEAE S Foreign Exchange
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> AT k5 Derivative Transactions
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Obtained through legal public information channels such as government

public notification systems and media networks.
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If we collect sensitive personal information, we will use it only for the specific
purpose and in a manner that complies with the requirements of the PRC

Personal Information Protection Law (‘PIPL’) and other applicable laws.
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Please be aware that we do not require your authorized consent to collect

personal information in the following circumstances:
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Necessary to enter into or perform a contract at your request;
(2)  SHOVEATERR ERRE 1) LS5

Related to the fulfillment of our obligations under laws and regulations;
(3) HHEZ %4, HPZeH K1;

Related to national security and national defense security;
(4) HRAIes, ALTA ERALF A H;

Related to public safety, public health, and significant public interests;
(5) SRR, VR, w5 R R AT S5 ST

Related to crime investigation, prosecution, trial and judgment execution;
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For the purpose of safeguarding your life, property and other important legal
rights and interests or those of other individuals, but it is difficult to obtain

your consent,;
(7 BTSRRI NG B R E AT A2 AR AT
The personal information collected is disclosed to the public by you;
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Your personal information collected from legitimate public disclosure of
information, such as legitimate news reports, government information

disclosure and other channels;
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Necessary for checking and dealing with defects in products or services and

maintaining stable operation of products or services;
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Other cases stipulated by laws and administrative regulations.
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How We Use Personal Information
1. [ELLVIRSHVIE . W RATHRI MR, RAIASWE .. EHERER.

When you visit and browse our website as a guest, we will not collect or use your
information.

2. BB, RNKRITH AR SRR AR, RS TTRERN. ik
i A A5 B

When you apply to become a Relevant Person of our corporate customer, we will use



your information for the following purposes:

)

(2)

(3

(4)
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Providing products or services to relevant customers, identifying and verifying
your or relevant customers' identity, approving, managing, processing,
executing or realizing any transaction requested or authorized by you or

relevant customers;
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Maintaining the normal and safe operation and prevention of our business and

services;
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Complying with or enforcing any Applicable Regulations (where Applicable
Regulations means any law, statute, ordinance, regulation, judgment, ruling,
self-regulatory code, directive, sanctions regime, court order, agreement
between us and a Competent Authority, or agreement or treaty between
Competent Authorities that is applicable to us or our members); or any order

or request of a Competent Authority;
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To fulfill our compliance obligations (including regulatory compliance, tax
compliance and compliance with any applicable regulations or requirements of
any Authority) or to implement our policies and procedures for compliance

with our compliance obligations;
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For the purpose of fulfilling our statutory obligations or duties under banking
laws (including but not limited to customer due diligence, ongoing due
diligence, sanctions and anti-money laundering investigations, regulatory

reporting, suspicious transaction investigations, etc.);
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To safeguard the security and stability of financial services, prevent or prohibit
illegal or irregular activities, control or reduce risks, detect, investigate and
prevent any actual, suspected or potential financial crime (including money
laundering, terrorist financing, bribery, embezzlement, tax evasion, fraud,
evasion of economic or trade sanctions and/or any violation of any applicable
regulations relating to such matters, or any act or attempt to circumvent or
violate any applicable regulations relating to such matters), and managing

financial crime risks;
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Given that the business model provided by our bank is subject to constant evolution,
we may seek consent separately if we wish to use your personal information for any
unlisted purposes. If a separate written agreement exists detailing the collection and

use of personal information, that agreement will take precedence.
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Delegate Processing, Sharing, Transferring and Disclosure of

Personal Information
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Delegate processing and sharing: To achieve the purposes and uses of this policy as
described above, we may provide some or all of your relevant personal information to

third-party recipients as necessary, including but not limited to:
(D AP AN RBRAT AR AT AT CRFR “BAT™ RN,
VTB Bank (PJSC) (the “Head Office” ) and its Members;
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Any regulatory or other authority of, or anybody or person designated by a

regulatory or other authority of, our bank or the Head Office;
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The external provision of the aforementioned personal information may result in
cross-border transmission of personal information, including transfer abroad or
access from abroad. For specific rules on cross-border transfer of information,
please refer to the "IV. Cross-Border Transfer of Personal Information" section of
this policy. Whether personal information is processed domestically or abroad, it will

be protected by us and the recipient in accordance with applicable laws and regulations.
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If you have any further questions about the external provision of personal information,
please contact us using the contact information provided in the "VIII. Contact
Information" section of this policy. We will promptly provide you with the relevant

information.
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Transfer: We will not transfer your personal information to any company, organization
or individual except with your or the relevant customer's separate consent, except when
it is necessary in connection with any transfer of our business/assets, reorganization,
disposal, merger, division or acquisition. In such cases, we will notify you or the
relevant customer of the identity and contact information of the recipient of the personal
information and require them to continue to be bound by this Policy in accordance with
applicable laws and regulations. If the recipient of the personal information changes the
purposes or methods of processing of personal information in this Policy, it shall obtain

yours or the relevant customer's consent again.

N
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Public disclosure: We will not publicly disclose your personal information without your

separate consent.
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Cross-Border Transfer of Personal Information
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Our bank is a foreign financial institution operating in mainland China. Subject to
compliance with applicable laws and regulations and regulatory requirements,
and for the purpose of achieving or providing the purposes and services described
in “II. How We Use Personal Information” of this policy, our bank may, where
necessary, disclose your personal information to our head office abroad or other

third parties.
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When required by applicable laws and regulations, we will inform you of matters
related to our provision of Personal Information to our relevant entities, vendors
and other third parties, including the name, contact information, processing
purposes and methods of the recipients, type of Personal Information to be
processed (for specific information of the recipients, please refer to Appendix 1),

and obtain the separate consent of Relevant Persons through you.
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Should we collaborate with service providers based in other countries or regions, we
will include contractual obligations mandating that they adhere to a personal

information protection standard on par with that stipulated by the PIPL. We will comply

with the requirements of the PIPL in relation to informed consent.
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We are committed to complying with any requirements or conditions that may be issued
by national network information regulators and other authorities/regulators in relation
to cross-border transfers of personal information. We will update this section as

necessary, whether by amending this policy or by other means.

. RATWTFERRPFNANEE

How We Store and Protect Personal Information
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The personal information we collect and generate within the People's Republic of

China will be stored within the People's Republic of China.

2. MFEAT A FAEPEEANIZE KM, SN NE BT REa i
M BB AN AR ERE X, B 2 PR A BN R ERE X AT .

As a foreign-funded financial institution operating in mainland China, we may

transfer your personal information to or access it from overseas jurisdictions.
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When we transfer your personal information overseas, we will comply with the
relevant requirements of applicable laws and regulations regarding cross-border data
transfers. Please refer to the section titled "IV. Cross-Border Transfer of Personal

Information" in this policy.
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We will implement all reasonable and feasible technical and organizational security
measures to prevent the personal information collected from being subject to
unauthorized access, unlawful public disclosure, misuse, loss, or destruction. These
measures include encrypted data transmission, firewalls, encrypted storage, physical
access control, information access authorization control, and an unscheduled audit

system.
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We have established a management system for information protection in accordance
with the law, including formulating information management systems and operating
procedures, implementing classified information management, reasonably
determining the operating authority of internal personnel for handling personal
information, regularly conducting secure transactions with internal employees, and

providing relevant training to protect the security of your personal information.
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We have established emergency response measures for personal information security
incidents. In the event of a personal information security incident, we will, when
required by laws and regulations, inform you in a timely manner at of the relevant
information (including the basic situation and possible impact of the security incident,

the measures we have taken or will take to deal with the incident, and the suggestions



and remedial measures that you can take on your own to prevent and minimize the
risks, etc.). If it is difficult to inform your company, we will take a reasonable and
effective way to publish an announcement. At the same time, we will also report the

disposal situation in accordance with the requirements of the regulatory authorities.
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When we collect or process your personal information, we will store it for the shortest
period of time necessary to fulfill the purpose and use of the information collection in
accordance with applicable laws and regulations, regulatory requirements, and
archival, accounting, auditing, and reporting requirements, as well as the purposes and
uses described in this policy. When determining the data storage period, we consider

the following factors:
(1) ARG RS R H B,
the termination date of the relevant contract or business relationship;
(2) ARfTIEHE N S BORAUE R AR

the storage period specified by any applicable laws, regulations, or internal

policies; and

(3) AR T ACFEIA BB AR & 1. Bl AR RA T AR
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any need to retain records beyond the aforementioned periods for the purpose

of dealing with existing or potential audits, tax matters, or legal proceedings.
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For instance, regulatory provisions such as the Administrative Measures for the
Identification of Clients and the Keeping of Clients' Identity Information and
Transaction Records by Financial Institutions and Administrative Measures for RMB
Bank Settlement Accounts, as well as the Provisions on Archiving Scope of Corporate
Documents and Period of Archive Keeping, stipulate that customer information must

be retained for a minimum of 5 to 30 years, or even longer in certain circumstances.

75 MANE B FAF
What Data Protection Rights Do You Have

1 EAPESRBA ML BGEAE M A BCR I EOR, REDN NGB %4, KA
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You have the right to require us to protect Personal Information in accordance with
laws and regulations and the requirements of this Policy, and to exercise the rights
with respect to Personal Information conferred by applicable laws and regulations in

accordance with the law.

2. BABUKIREAE M R RN BN 2 SR ERN DM NEERER . Bl
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You have the right to inquire from us, in accordance with laws and regulations,
whether we hold your personal information and to access and copy the personal

information you have provided to us.
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You have the right to change the scope of the authorization or withdraw your

authorization in accordance with laws and regulations, in the manner described in



"VIII. Contact Information" of this Policy. Once you have changed the scope of the
authorization, we will no longer process the corresponding personal information.
However, your decision to withdraw your consent will not affect our previous

processing activities based on your authorization.
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You have the right and obligation to promptly update the personal information
provided to us to ensure that it is accurate and up to date. You have the right to request
that we facilitate the updating of your personal information and the right to request

that we correct any inaccurate information about you.
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You have the right to request that we delete your personal information in accordance
with laws and regulations, this Policy and your agreements with us (except that we
may continue to use your previously collected information in accordance with legal
requirements in the areas of business data archiving, auditing and regulatory
investigations). We will properly handle your personal information in accordance with

laws and regulations and regulatory requirements.
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You have the right to ask the Bank about the Bank's policy on personal information
and privacy. If you have any questions about this Policy, you have the right to request

that we provide you with clarifications and explanations to help you better understand



our personal information and privacy practices and possible consequences, as well as

your personal information and privacy rights and interests under this Policy.

7. BEANEEARBGR O\ nrTER R AT I R 07 SR R A IARIZAT 1
IR .
You may contact us using the contact information in "VIII. Contact Information" in

this Policy and exercise your rights under the law.

t. RBURKHE. £ B RHEAM
Changes to This Privacy Policy

1 FATHE FFAEMI B RATABR . ABCR T AT Z HEAN . ABS A REA R
B, EH.

This Policy is formulated and published on our website. This Policy shall take effect

on the date of publication. This Policy may be revised and updated periodically.
2. ABERUAG AT OB AR, ISR A, L SO

This Policy is available in both English and Chinese. In the event of any discrepancy

between the two versions, the Chinese version shall prevail.

3. Ju4n 5t SR AT A IR ST AR A FATTMb 95 R e s i Vi R g AR
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As our business evolves and relevant laws and regulations are amended, this Policy

may be revised and updated periodically, including changes to its title. In particular,

this Policy may be revised and updated in the following major circumstances:

(1 BATIIRS A A E R, WA EAN BRI E K B NE
HSRAL A NAE B 7 s R A7 S0 PR 555

Significant changes to our service model, such as the purpose of processing

personal information, the types of personal information processed, how



(2)

(3

(4)

(5)

(6)

personal information is used, and retention periods;

PAE ARG ARSI R AR, Rt
BB NG BB AER, Wl 35 H%. 8o IF s SR Tra
HAR AR

Significant changes in our ownership structure, organizational structure, etc.
This could result in a change in the entity that actually collects and processes
your personal information, such as changes in ownership due to business

adjustments, bankruptcy, mergers and acquisitions, etc.;
MNE BT Fa ks TR I 200 RO AL

A change in the main object of sharing, transferring or publicly disclosing

personal information;
B2 50 NE B ALE T w0 RIBUR] K HAT 07 30k A AR AL

A significant change in your rights and how they can be exercised with regard

to the processing of personal information;
AT TT A BEA NAE B 22 A B S J7 2B AR R IR K A AR AL I

A change in the contact details and complaint channels for handling personal

information security;
oAt mT B0 f BB a7 A ORI AR A

Other changes that may have a significant impact on your rights.

4. BATZBEI RS A S BTEECE (EeR. I FE1E G 2 7 U S AE K
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We will notify you of relevant content updates through appropriate channels such as

website announcements, emails, letters, phone calls, and text messages so that you can

remain informed about the latest version of this policy.

5. BER, HRESMERARMKTHERS, MRAERS R BRIFAR



BREHERBERKIZIR .

Please be advised that your continued use of our products or services indicates
your full readership and understanding of, and agreement to be bound by, this

Policy as updated.

EEAAT 2B P AV 32 5y BN Y A R A BRI oA . fa0xt
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Please be advised that all communications and transactions between you and the Bank
shall be subject to the latest version of this Policy then in effect. If you have any
questions about subsequent updates to this Policy, please contact us using the contact

information in "VIII. Contact Information" of this Policy.
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This Policy and its updates can be obtained from the following website of VTB Bank
(PJSC) Shanghai Branch:

https://www.vtbbank.cn/privacy/
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Contact Information
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If you would like to inquire about our policies on personal information protection, or
if you wish to exercise the rights granted to you by applicable laws and regulations,
please direct your inquiries to us. You may visit our branch or contact us using the

following information:


https://www.vtbbank.cn/privacy/

NHEIAARR: S WA RARAT > AR A =] B AT
Company name: Shanghai Branch of VTB Bank (PJSC)
ke BT AR AR R 501 5 iR JE 2503-2505 &

Address: No. 501, Yincheng Middle Road, Pudong New Area, Shanghai, China,
Room 2503-2505, Shanghai Center Building

TR BER R SRR R 05 2
Please find the details of contact information through the below link:

https://www.vtbbank.cn/cn/contacts/

AT AR R 3. B EEEBUE I 30 N TAEH W, IR UERE & 315
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We will verify your identity and respond to you within 30 working days of receiving

your complaint, comment or suggestion.


https://www.vtbbank.cn/cn/contacts/
https://www.vtbbank.cn/cn/contacts/
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review, and local
and Russian tax

authority reporting.

Overseas recipients: Receive
personal information through
systems or emails for business

and risk management.

information: ID type, ID
number, place of issuance,
issuing authority, date of

issuance, and expiration date.

service contract. It is kept
for the time necessary to
fulfill the purpose of the

processing.
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AT 2 | https://www. | For account third parties or public websites, _ _ Personal information is AT IS FIBUR)
tbbank.cn/ ing d t | and transmits it offshore b of birth, and place of birth; tained after its transitin | Y tact
vtbbank.cn/c | opening documen and transmits it offshore N . retained after its transit in ou may contact us
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n/contacts/ review, local and entering it into an offshore N accordance with the directly through the
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laundering BAMEICTT . 8 R G B X X keeping policy of VTB listed in this Policy
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EIRIE A T R USRS NE RS SRR U ROV B B T T, B AR N R B AL EE TE AR . The cross-border provision of the Sensitive Personal

Information mentioned in the above list is necessary for the purpose of processing and has no adverse impact on the personal rights and interests of the Relevant Person(s).
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